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Incident Use Cases/Examples

#Incidentl : Phishing Incident
Dear Team,

We would like to inform you that the following phishing page is active impersonating as State Bank
of India which is trying to steal the sensitive information.

¢ > C A Notsecure | wnsi®-nonekycoggiii¥login.php

0SBl

ONLINE

Login to OnlineSBI

Dear Customer, OTP based login is introduced for added security
(Care: Username and password are case sensitive.)
Username™
Password™

Enter the text as shown in the image *

Select one of the captcha option *

® Image Captcha

Fig: Screenshot show in phishing page of SBI

- To whom you will report????

** In order to report an incident correct portal is always necessary so that the impact of incident can
be minimized.
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#Incident2 : Sphere Phishing Incident

Dear Team,

It is observed that a phishing page has been created which appears as the Government offcials Email
id “email.gov.in”.

email-gov-ind.rf.gd

@gov.ln

user@gov.in / user@nic.in

F e e Je Fe Fo ke Fe do Kk

Forgot / Change Password?

Language:| English v
Version:| Standard (HTML) v

Site compatibility (Best Viewed)

Fig: A phishing page impersonating as Govt official email page

_: If you have received such phishing email (you may consider it as an incident). What will
be your action plan?

_ To whom you will contact?

_ Are you able to analyze and evaluate whether this is a phishing email (Email Header
analysis)?
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_ What if this email is clicked by few of the user’s within your organization?

_ What will be your action plan?

_ Whether this sphere phishing email is dropping any file?

ttincident3 : Websites with intention of Financial Fraud

A website is created which is offering the Flipkart offers and giving product at very cheap rate.

C

= Flipkart

1 Flipkart Limited Time Free Gift

Congratulations!
Flipkart Limited Time Free Gift
Through the questionnaire, you will have a chance to get Mi 11 Lite (Tuscany Coral, 128 GB) .

Mi 11 Lite

Slimmest & Lightest Mobile Of 2021

M s )

Fig: A phishing page showing offers and have the intention of financial fraud

_ To whom we should report? Who will handle it ?
_ What if someone has clicked and submitted their personal information?

_ What if it is dropping a spyware/malware within your computer system/android
phone? (Worrying situation)
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#Incident4: Email Compromise

The ID: xyz@gov|.]in; is suspected to be compromised and has been involved in sending phishing
mails.

Return-Path: <FEcHllCEECOVIET>
Received: from abc (LHLO abc) (1.5.6.7) by
Received: from pgr (unknown [192.168.1.1661])
by abc (Postfix) with ESMTP id 3538741B97B1;
Mon, 30 Aug 2021 12:43:51 +0530 (IST)

RmGexjYtIA7£ImpTIOVtOpHMnequ6StW4C23h9wbJe24IUIfJZeaTmrndP3EpiSQRBAGE
S5FKJI7
A%a23:mQjbygDGMwhC0iblHemS55DYdb4zR+YMi2TDtnoBLCCO9HEb3qy
Subject:
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="= 3c4ald4ba-6132-4892-ba8f-16be3adbazd6"
X-Originating-IP: [_, 4.5.6.7]
X-Mailer: Zimbra 8.8.15 GA 2148 (ZimbraWebClient - FFO1
(FER)/BUBNIS G2 2145)

Thread-Index: EAJCNQhUZSCR/RczbJl/1CjhFgulhQ==
Thread-Topic:
To:

--= 3cd4aldba-6132-4892-ba8f-16be3adba2d6
Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: quoted-printable

[ https://www.xyz.in/NewSite/Admin/try/PassApp.php | https://=

PASSAPBURANINGEVN /Changerassword 1-20

Kind regards,

_ Here the phishing email is coming from original Email ID (Seems to be compromise)?
What action you will take?

_ How you will analyze?

_ What if some has submitted their personal information, believing with assumption the
received email is correct?

**** Note that here the phishing page is hosted on a xyz website. It may possible that xyz.in may be
compromised by the attacker.
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#Incident5: Are you Using Kavach (Page impersonating pass mail)

passapp-mail-gov-\. .". '

\ccount Yourinfo  Security & privacy

Change your password

A strong password helps prevent unauthorized access to your email account,

mail ID

user@gov.in / user@nic.in

Current password Forgot your password?

RRFRRARE

New password

New Password

-character minimum; case SEnsitive
Reenter password

Confirm Password

CHANGE PASSWORD

A phishing redirector site hosted on Domain "xyz.in" / which is redirecting to a phishing page
hxxps://www.xyz.in/figure/news /PassApp.php

redirects to url
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#Incident6: Email Dropping malware
Description:
Dear Sir,

We have received a suspicious mail from an user having an attachment
“Bill_rupesh_Section_Officer.zip”.

.- R L L ﬂluh——mnmml.&l.lmuohnmrlhmﬁihnl (e OF08 ‘.
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|
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T —

) SO0 W 8 (PFA)

_ What will be your approach to verify and handle this incident?

_ Should we open it? (No, if you feel it is not genuine, always use safe environment)
_ What is the safe environment? (Cuckoo sandbox, Linux machine (for .exe), sandboxie)
BEESEEEE o\ the analysis will be performed? (Malware analysis)

_ Can we do some basic analysis using common tools? (Virus total)

** The suspicious file may be escalated to a dedicated team, if the user is not able to verify it. It is
strictly followed to AVOID download and open suspicious files. The file sample may also be escalated
to other CERT or National CERT(CERT-In)

**https://www.virustotal.com/

** https://www.sandboxie.com/
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#Incident8: Income Tax (Targeting the Mass)

v Subject: ey Notice Of Income Tax Refund: Amitesh Mishra
To: it

" pi—

Dear diNNGED

Please be informed that we just concluded the annual audit for first quarter
of the year. We noticed that your tax payment column shows you are
eligibile for tax refund which is your tax excesses accumulated over the
years,

+ Amount ; Rs 19,975,80

+ Value Date : 14-8ept-2021

. |D ittkﬂ'*i7521

+ Document Number : 0

+ Mobile Activation Code : 7521

To apply for a refund, follow link

Proceed with request

Ensure you complete the mobile activation process and adhere to all
guidelines to avoid a delay in procesing your refund.

https://mandrillapp.com/track/click/30235690/Incometax.com?p=eylJzljoiRkdHZ2pMQ1J0a0FhTVI
fRHVNY2RQTHB3QXInliwidileMSwicCl6IntcinVcljozMDIzNTY5MCxclnZcljoxLFwidXJsXClI6XClodHRw
czpcXFwvXFxcL2xuY29tZXRheC5jb21cXFwvc2VjdXJIXFxcLOEwXFxcL3NIbmRcXFwvemVzMTkuaW1n
OTc1P2lkPWFtaXNocmEuMjg5MUB5YWhvby5jb21clixcimlkXCI6 XCIXOWRkOTU20DM2NGQOMjUx
OTFiYTIkYzZNmMGIzYzQzN1wilLFwidXJsX2lkc1wiOltcljUOOTFhMTA3YTA4ZDgONGFkZmYxYjUyMjYx
OTI4ZWE3M2Q5NzIwYjRcll19In0
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#Incident9: Web Defacement (Compromised Website)

Mirror saved on: 20‘-.-‘ 02:44:29

Notified by: RIS Domain: http:// Q" i\ 1P address: (10.10. 1 @P@ap ==
System: Win 212 Web server: Apache Notifier stats
This is a CACHE (mirror) page of the site when it was saved by our robot on 2000--d 02:44:29

Mirror saved on Sl EiSENIIE
Notified by: g lllle Domain: http:/ /g, N IP address: il

System: Win 2012 Web server: Apache Notifier stats
This is a CACHE (mirror) page of the site when it was saved by our rgbot on Sqlee et 4l Re™s 25
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HACKED BY SHAQMEIEEIRS:
SR 7 1NDABAD

S+ -

_ Why this website got compromised? (Perform Root Cause analysis RCA?)
_ When the first time this incident was reported? (Reported by?)

_ Who has compromised the website? (Log analysis, Firewall log, Database access log,
error log, web access log etc)

_ Whether any data has been stolen? (Data Breach?)

_: Was there any vulnerability? (Because many times attacker tris to find out some
vulnerability in order to compromise your website)?

_ Suppose some one sees your website is compromise , whom should he report? Do you

have any contact _? (incident@cert-in.org.in)

_ Who will perform all of the above? (Incident analysis?)
BEESEEEE \vhat will be your plan after the incident (Post incident plan)
e What we have to handle:
o Contacting with website administrator/owner of the website
o Find the source of attack
o Find the cause and vulnerabilities
o Find the data exfiltereted? Inform to the users.
o Fixes and patches

o Sharing of findings

*** Analysis becomes an important task here.



